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Overall score

Website configuration Subscore 82

DNS 78

® Name servers Required
5 name servers are configured, 5 of them reachable over IPv6.

@ |Pv4 address Required
The domain resolves to 1 IPv4 address(es), e.g. 162.242.246.26.

© |IPv6 address Recommended - Low
The domain has no AAAA (IPv6) record.
Recommendation: Add an AAAA record so IPv6-only clients can reach the site.

® MXrecords Optional
1 mail server(s) (MX) are configured for the domain.

© CAA record Recommended - Low
No CAA record is configured.
Recommendation: Add a CAA record listing your certificate authority.

® DNSSEC Recommended - Medium
DNSSEC is not enabled for this domain.
Recommendation: Enable DNSSEC at your DNS operator and publish the DS record at your registrar; fix any broken chain.

DNS servers 100
No findings.
HTTP / Security Headers 0

@ HTTP timeout High
The HTTP check could not be completed in time.

TLS 75

© HTTPS reachable Required - High
No HTTPS service could be reached on port 443.
Recommendation: Offer HTTPS on port 443 with a valid certificate.

® TLSversions Required - Info
Not evaluated because no HTTPS service was reachable on port 443.

® Cipher suite Required - Info
Not evaluated because no HTTPS service was reachable on port 443.

@ Certificate Required - Info
Not evaluated because no HTTPS service was reachable on port 443.

® Certificate key Required - Info
Not evaluated because no HTTPS service was reachable on port 443.

@ Certificate signature Required - Info
Not evaluated because no HTTPS service was reachable on port 443.

® OCSP stapling Recommended - Info
Not evaluated because no HTTPS service was reachable on port 443.



