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Website configuration Subscore 97

DNS 95

Name servers   Required

2 name servers are configured, 2 of them reachable over IPv6.

IPv4 address   Required

The domain resolves to 2 IPv4 address(es), e.g. 172.66.175.59.

IPv6 address   Recommended

The domain resolves to 2 IPv6 address(es), e.g. 2606:4700:10::ac42:af3b.

MX records   Optional

1 mail server(s) (MX) are configured for the domain.

CAA record   Recommended · Low

No CAA record is configured.
Recommendation: Add a CAA record listing your certificate authority.

DNSSEC   Recommended

DNSSEC is enabled and the validation chain is intact.

DNS servers 100

DNS response   Required

The domain's nameservers deliver DNS responses.

Nameserver redundancy   Required

The domain has 2 nameservers.

Nameservers responding   Required

All 2 nameservers respond to queries.

Authoritative answers   Required

All nameservers answer authoritatively for the zone.

SOA serial in sync   Recommended

All nameservers report the same SOA serial number.

Open recursion   Required

No nameserver answers recursive queries for foreign domains.

Public NS addresses   Required

All nameserver addresses are publicly reachable.

Network dispersion   Recommended

The nameservers are spread across 10 different networks.

Nameservers over IPv6   Recommended

2 nameservers are reachable over IPv6.

SOA refresh   Recommended

The SOA refresh value (10000) is within the recommended range.

SOA retry   Recommended

The SOA retry value (2400) is within the recommended range.

SOA expire   Recommended

The SOA expire value (604800) is within the recommended range.
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SOA minimum TTL   Recommended

The SOA minimum TTL value (1800) is within the recommended range.

SOA serial format   Optional

The SOA serial (2409708264) is a valid, increasing integer (as used by many managed-DNS providers).

NS match with parent   Recommended

The zone's NS records match the delegation at the parent.

Glue records   Recommended

No glue records are needed (no nameservers inside the zone itself).

Primary listed at parent   Recommended

The primary nameserver (betty.ns.cloudflare.com) is included in the parent delegation.
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